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Heal: Employed physicians, 1,200; employed nurses, 4,576; and 
total employees, 23,500 

Teach: Residents/fellows, 404; independently accredited 
residencies, 20 

Discover: Research emphasis on improving health and 
healthcare throughout the clinical enterprise, research centers 
and institutes 

Serve: More than 3 million people in 48 counties of 
Pennsylvania with links to health systems in Maine and New 
Jersey; eight former Geisinger leaders now serve as CEOs at 
non-Geisinger hospitals and health systems in five states 
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Primary and specialty care sites.......................... 83 
Employees...................................23,500 

Physicians.....................................1,200 
Residents/fellows.............................404 
Nurses (included in total employee headcount).......... 4,576*
Registered nurses...............................3,702 

Licensed inpatient beds......... 1,742* 
Surgery cases (inpatient and outpatient).................49,907 
Residents in training..........................339 
Independently accredited residencies ................20 
Fellows in training...............................65 
Revenue.......................................4 billion 
Admissions................................62,871                      *as of 

December 17, 2014 
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Panic
One of many e-mails one day in March, 2015

The secretary in the Compliance office received a 
voicemail from the Office of Inspector General 
Department of Health and Human Services - Office of 
Audit Services. He would like to talk about the 
implementation audit process and on site audit work. His 
phone number is xxx-xxx-xxxx. I am not sure if this is a 
new audit or the current GMC audit. I can return the 
call. Should I ask Melissa to join so someone else can 
hear the conversation?
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Followed by the following letter

The purpose of this letter is to notify you of our intention to 
audit the Geisinger Wyoming Valley Medical Center's 
Electronic Health Records (EHRs) systems. The 
objective of our audit is to determine whether Geisinger 
Wyoming Valley Medical Center conducted a risk 
analysis in accordance with Federal meaningful use 
requirements as a basis for protecting electronic 
personal health information (ePHI).

March 12, 2015
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Further on

This audit will be performed under my direction. As 
arranged by my staff, we plan to hold an entrance 
conference at your location on or around March 24, 
2015. Please arrange a work area for six auditors for 
approximately 1 month.

Editorial point- March 24 is 12 days from the date on the 
letter
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Last quote

To expedite completion of our work, we request that you 
have the documents listed in the enclosure to this letter 
available at our entrance conference. During our review, 
we will also need access to additional documents and 
records. We appreciate your cooperation in this matter 
and will make every effort to minimize any disruption to 
the work of your office.
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OIG Audit

Objective:
Determine if GWV conducted a risk analysis in accordance 

with Meaningful Use (MU) requirements as a basis for 
protecting personal health information

Scope:
Security risk analysis performed for MU
Implementation of security updates
Corrective action plan (Plan and Milestones)

ONC allocates 6 hours to complete this task in all MU 
rules
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The Assembled Core Team

• ACIO for EHR applications
• CHIO
• CIO
• VP, System, Internal Audits, Compliance and Information 

Security Office
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Others Involved

• EHR Directors
• Meaningful Use Coordinator
• Network experts

• Patch management
• Server configuration
• Intrusion detection

• EHR Technical Team lead
• Cache programming team

• Information Security Office staff
• EHR security lead
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Prepare
• Four weeks on site

• Document preparation
• Redacted pertinent information

• Documents uploaded
– Original files – 270 documents
– Repeat file – 16 documents

• Pages loaded – over 100,000

• Over 1 FTE expended
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Prepare to be able to describe

Approach: 

• Examine P&P related to hospital EHR system security:
– Risk analysis
– Risk management
– EHR system controls
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Prepare to be able to describe

Approach: 

• Assess EHR System’s
– Patch management
– Access controls
– Use of encryption
– Auditing controls
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Prepare

• Understand your entire network configuration

• Know where the security measures are active

• Be prepared to keep the auditors focused on the EHR

• Know where your data is and who is accessing the data
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Prepare

• Access Controls
– Granting security
– Monitoring security activity
– Employees with changing roles
– Terminated employees
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Prepare

• Change Control Processes
–Change Request Process
–Development Life Cycle
–Second Set of Eyes Rule
–Change Approval Process
–Change Communication
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Second Set of Eyes Rule (SSE)

• SSE
• As build changes are occurring, a second analyst follows the 

changes according to the build documentation
• Both analysts are responsible for the build integrity

• SSE applies to
• Execution of the Change
• Testing of the Change

• SSE required for changes made in the
• Stress Environment
• Production Environment
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Prepare-Downtime procedures

• Downtime devices
• Testing and drills
• Access controls
• Placement
• End user knowledge
• Continuity of Care
• Procedures for returning to normal operations
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Prepare-High Availablity

• Redundancy

• Ability to failover

• Multiple locations

• Shadow Hosts

• Disaster Shadows

• Downtime Systems

• Backups/Clones 
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Prepare-Access Controls

• Requested from Auditors
• A list of all active users
• A list of current employees
• A list of recently terminated employees

• Auditors’ task
• Do any terminated employees still have EHR access

• Homework for you
• What is your process
• Who is responsible
• How do you track it
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The Rogue Employee

• How would you identify if an employee with security 
access had “gone rogue?”

• Who monitors the granting of security
• Who monitors those who grant security (i.e. 2 rouges)
• Are there automatic notification systems
• Can you detect if someone downloads and transmits a 

large file outside your system
• Do you have a way to identify files being transmitted that 

contain PHI
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Prepare-Security Risk Assessments

• Make sure you did them and have the reports available
• Document any remediation that occurred
• Document any risks that cannot be remediated and the 

basis for the acceptance of the risk
• Make this a living document

• Note- Previous Risk Assessment Audits by a CMS 
contractor were given little weight by the auditors
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Produce

• OIG will provide a secure website to upload requested 
documents

• Keep track of the required documents
• Identify a lead person to coordinate and monitor the 

delivery of documents
• Keep all of the submission receipts
• Keep track of all the required documents
• Engage IT and Compliance senior leadership in 

document review to determine suitability and accuracy
• Keep track of the required documents
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Professionalism

• Business casual dress
• Nametags per policy
• Device security
• Create a dedicated space for the auditors to work
• Consider a Command Center for your staff

• A place to review documents and presentations
• Discuss areas of concern
• A place to brainstorm out of the way (and earshot) of the Auditors
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Present

• Prepare the staff
• Only answer the question that has been asked
• Don’t volunteer information that has not been requested
• Emphasize to employees that this is not the time to complain 

about operations or procedures
• Review the material that will be presented

• Be generous in the support you give to your team. They 
are likely to be very nervous
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Security is everyone’s business

• Entire audit response team had a general knowledge of 
the layers of security

• Allowing everyone to contribute to the discussion 
advances the appearance that the entire team 
understands security controls

• Everyone is responsible at some level for security of 
Protected Health Information
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Have some stories to tell

• Auditors like documentation
• Our approach is to find and understand issues then fix 

them as rapidly as possible
• Write some of them down to be able to produce them

• What was the issue
• What did you do to fix it
• How did you verify that the fix accomplished its purpose
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Problem Areas

• If you can identify them fix them
• Try to provide information to the auditors in a way that 

easily fits into their template
• Ask them exactly what they want
• And if you are still not sure, seek clarification again

• Always good to have a few issues that have been 
identified and remediated
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Progress

• Use it as a learning experience
• Identify issues that are important for remediation
• Understand the operation of your network, system, and 

IT staff 
• Fix the issues that are identified
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Party

• Remember to thank your team for a job well done
• Take pride in your team
• Go back to getting “real work” done
• Prepare for the next one
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Progress
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Cost

• Over 2,000 hours dedicated to audit activities
• Daily senior IT leadership participation
• Diversion from your staff from other iniatives
• At Geisinger an FTE = 2080 hours

(Pause for you to do your own silent math)
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Party

• Remember to thank your team for a job well done
• Take pride in your team
• Go back to getting “real work” done
• Prepare for the next one
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Questions and 
Discussion


