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Michelle Robles Professional Overview   

  MBA in Healthcare Leadership and is completing her second MBA in Security 
Management. 

  Sits on the HIMSS Privacy and Security Task Force and the HIMSS Risk 
Assessment Workgroup. 

  Member of the HIMSS Management Engineering and Process Improvement 
Committee. 

  Manages the Privacy and Security vertical for Fluidedge Consulting. 

  Over  25  years of experience in healthcare operations and over 14 years 
experience in healthcare privacy and security. 

  Managed multiple Meaningful Use projects and is considered an expert in the 
industry.  
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Meaningful Use Stage 2 Challenges 

  EP/EH- Patient Ability To Electronically View, Download & Transmit (VDT) 
Health Information. 

  EP/EH-Who transitions patient to another setting of care or provider of care or 
refers patient to another provider of care should provide summary care record 
for each transition of care or referral. 
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Meaningful Use Stage 2: The Meaningful Use Data Set-ePHI 
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Interoperability  Advantages 
  Patient Portals have long term benefits. 
  Supports patient engagement & tools for clinicians to interact with patients 
  Portals add value to healthcare organizations as they provide the ability to 

increase their market share by obtaining a competitive edge and can create 
efficiencies. 
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The Problem! 
  Regulatory requirements have gone from  high priority to the only priority. 
  Risk Assessments are not always done and a majority of the time do not address all 

systems & devices that contain ePHI. 
  Too often organizations rely on Health IT vendors to ensure security standards.  
  Integrity is never addressed. 
  Missing Certification Criteria(Security Controls for Cyber Defense) 

o  Vulnerability assessment and remediation 
o  Application Security Testing  
o  Security training for developers 
o  Penetration tests and remediation 
o  Strong Authentication 

 Many providers have  security breaches waiting to happen! 
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The Hackers Perspective  
  EHR’s are an easy gateway to more lucrative private information. 
  Healthcare companies lack many of the basic protections that security experts would 

expect, therefore the healthcare sector is inviting to hackers.  
  Healthcare companies often do not have the proper encryptions or security protocols.  
  Patient records are being used or sold to help criminals or their clients  get access to 

patients identities for the purpose of obtaining medical treatments & drugs which is far 
more lucrative than credit card data.  

  Hackers sell stolen data to the underground black market, which it is often parsed & sold 
for identities, insurance, credit and social security information. 

  IRS reports that they have seen an alarming rate of false income tax filings due to  stolen 
ePHI. 

  Hackers not only target patient information but also gain access to devices within the 
organization. Compromised areas included radiology imaging software, video conferencing 
and digital video systems, and security systems such as VPNs, firewalls, and routers. 

  Hackers do not discriminate when choosing their targets. Compromised entities included 
small and large health care providers (including physicians and health systems), medical 
supply companies, health plans and clearinghouses, pharmaceutical companies, at least 
one state human services agency, and other health care related organizations. 
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The Value of ePHI 
  Medical record data is worth $50 on the black market. Much more than 

Social Security numbers ($3), credit card information ($1.50), date of birth 
($3), or mother's maiden name ($6). 

  Health care organizations pay an estimated $233 per compromised record 
on related expenses, such as notifying victims, incident handling, credit 
monitoring, and projected lost opportunities. 

  A study by the Ponemon Institute estimated the average lifetime value of 
losing one  lost patient cost  $113,400 due to reputational damage. 

  Civil penalties for ePHI breaches can extend up to $250,000, with repeat/ 
uncorrected violations reaching as high as $1,500,000 per violation. The 
study also projected the average economic impact of a data breach at about 
$2.2 million.  

  The estimated annual data loss due to breaches could be as high as $7 
billion.  

  If Portal Integrity is compromised  through malicious activity this could to 
very costly to patient safety. 
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Consequences for Healthcare Organizations 
 Loss of Trust-The impacted patient can face severe  lifetime 

financial & reputational harm which could result in organizations 
losing valuable clients. 

 The organization could face a TORT or Class Action Lawsuit. 

 Poor PR from the press can result in patients moving to competitors. 

 Organizations can lose millions of dollars from their bottom line 
putting the business sustainability at risk.  

 Organization could face a multitude of expensive government civil 
and criminal fines for non-compliance. 
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The Patient Perspective 
  73% of Americans do not trust the federal government to protect the privacy 

of their healthcare records. 
  84% of Americans do not even know that the federal government has 

earmarked funds for the creation of a national healthcare database. 
  Patients are concerned that prohibited ePHI may make its way to the portal. 
  Patient skepticism, due to lack of communication by providers on  what 

security measures have been taken to secure their ePHI. 
  Patients feel that their may be a bigger underlying intent by government on  

how the data is going to be used in the future. 
  Patients have expressed that they are unclear on what data is being 

collected and published by the provider. They have also expressed concerns 
about the data’s accuracy. 



Unintended Consequences  

Recommendations 
  Ask your Vendor for the  following: 

o  Application Security Testing 
o  Penetration Testing results and the remediation status 
o  Ensure the portal provides risk base strong authentication and provider 

access 
  Perform a Security Risk Assessment on all systems that contain ePHI-

understand your vulnerabilities, protect your  assets! 
o  The risk assessment should also include running vulnerability scans, 

penetration test both for network & application layers. 
  Have a Corrective Action Plan in place and act upon it-document progress 

regularly to demonstrate compliance. 
  Maintain security policies and review them frequently. 
  Educate,Educate and Re-Educate staff on the organizations Security Policies. 
  Reassure your patients that your organization values security and discuss some 

of the measures taken to secure their data & protect their privacy. 
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Long Term Security Program  
  Change your  procurement process to include Security as a major component   

in your discussions with your vendors. 
  Always request in writing from your vendors all Security measures that have 

been  taken i.e. penetration testing etc. for every release. 
  Segment the patient portal from the rest of your environment 

o  If you are processing payments PCI-DSS this is foundational . 
  Perform internal/external penetration testing at least annually if not biannually. 

(PCI-DSS requires this) 
  Perform a Security Risk Assessment annually or upon making major changes   

to the environment. 
  Patch your system(s)frequently. 
  Obtain strong authentication if your vendor does not supply. 
  Have in place a robust logging, monitoring  and audit program.  
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