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Good afternoon and thank you for the opportunity to 
speak with you today.  I have the pleasure of presenting 
this topic with Dr. Patel from Penn Medicine.  As an IT 
professional, we have been working with messaging 
applications for some time now.  This particular secure 
messaging requirement in the clinical setting raised the 
bar in terms of what need to be in place to deliver an 
effective solution.   In the next half hour or so, we hope 
to share with you our findings around secure clinical 
communications.
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John

I would like to start with a little background about the University of Pe

With our recent acquisition of Chester County Hospital, we are north o

Lastly, our annual operating revenues are in the 4.5 Billion range.
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John

This slide is meant to provide some context around our IT environmen
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John

From an agenda perspective, Neha is going to talk a little 
about the perfect storm that resulted in this opportunity 
for us.   She will walk us through how effective secure 
communications can really facilitate efficiencies in the 
delivery of care.

From there, I will walk us through the results of our pilot 
program which are fairly compelling.

Then I will wrap up with some IS considerations and a 
quick review of lessons learned as we take questions.

Before we dive in, I would like to ask that we have this be 
a very interactive session.   Please let us know if you 
have questions as we are going through the materials.  
Please don’t feel compelled to wait until the end of the 
session.

With that, I will hand off to Dr. Neha Patel.

4



Page 5

Neha.

Before I describe why we decided to focus on secured-
messaging, I have two questions for the audience.  The 
answer is 3 hours for both.  Our answers are from a time 
motion study that we conducted last year in which we 
paid medical students to follow and record everything a 
first year resident did throughout the day in the hospital.  
This communication excluded time that was spent talk to 
the patients or time spent in teaching activities which for 
both happened to be only 1.5 hours.
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Neha

Today’s care of patients now almost inevitably involves 
many different providers, all needing to share patient 
information.  Yet, while there is significant discussion of, 
and investment, in information technologies, 
communication systems receive much less attention.  
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Neha

Furthermore, today’s research shows us that effective inter‐disciplinary communication among 
providers is imperative to ensure positive patient outcomes. When we started looking into our 
providers workflow,  we actually found that interdisciplinary communication did not happen 
automatically, easily, and sometimes not often enough.  In our own hospital, we were using the 
language of teams but we were not equipping staff with technology that would help them to move 
beyond silos.  
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Neha

The ideal workplace in a hospital must allow us to connect with everyone by enabling us to 
see and talk in more effective ways. This is because the biggest information repository in 
healthcare sits in the heads of the people working within it, and the biggest information 
network is the complex web of conversations that link the actions of these individuals who 
are providing frontline care.
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Neha

Ineffective communication has substantial consequences in healthcare.  Primarily leading to 
an incomplete understanding of the plan of care among providers.  This incomplete 
understanding is not only the root cause for the majority of medical errors but also leads to 
wastes, allot of non-value added time like waiting, that carries a substantial economic 
burden.  But there’s also another major effect of ineffective communication in that the 
providers get use to poor communication practices, setting a culture of low expectations. 
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Neha

Thus, we can describe today’s communication system 
can be considered a workaround culture, in which we are 
focused on putting out fires and not necessarily 
eliminating the problems.  John and his IS team are 
always surprised by how well health care workers are in 
coming up with workarounds (ex getting youtube at 
work).  In truth, the bad processes in communication are 
driven by outdated technology (landlines, pagers, paper 
handoffs) in an environment that is uncertain and in 
constant flux.  We wanted to transform this current 
workplace to an efficient, tightly coupled loop system. 
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Neha 

Our solution is not unique in that we built in but our 
methods in choosing the solution was unique. Frontline 
staff did a lot of work using contextual inquiry and 
observations that helped us develop prototypes of 
potential secured-messaging solutions.  We really 
focused on what functionalities were important for our 
providers and understood the why.
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Neha

In short, we used smart technology (either smart phones 
or I toucheds) and a secured messaging application 
called Cureatr for all providers on 4 units (3 medicine and 
1 surgical). Our start date was May 2013 and we are still 
using this vendor on these floors.  

I will turn it over to John now to discuss the vendor we 
chose and our findings.
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John 

Thanks Neha

So the vendor that we chose was Cureatr.  Their purpose 
built mobile application was chosen primarily because it’s 
functionality was built around the providers workflow.  
Many of the other tools that we looked at were not 
purpose built and it was a challenge to integrate them 
effectively in our environment.

Some of the things that we specifically looked for in 
terms of functionality included (encrypted messaging, 
individual and group texting, closed loop – return read 
receipt, pictures, ability to make status known (such as 
available or off duty), and the ability to remove or add 
yourself to and from a thread)

Cureatr effectively met all of these requirements.  Lets 
look at some of the results.
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John

We collected both quantitative and qualitative data to 
help us evaluate this pilot.  General usage statistics 
showed that about 590,000 messages were individuals 
compared to 133, 231 messages were sent to a group.  
This pie circle depicts that the majority of messages sent 
were by nurses, followed by residents.  Even though 6% 
of the messages sent by Social workers and CRC seems 
to be small.  This involves about 10 staff so helps us see 
the value in this tool for discharge conversations.
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John

We also found that both physicians and nurses read half 
of their messages in less than 1 minute.  One of the 
problems we were solving for was to minimize 
interruptions in the workflow of providers.  So seeing the 
variation in time to read non-urgent messages is 
expected.  We don’t want the physician to step out of the 
room to take a call anymore or a nurse to run to a 
landline because her name was called overhead.  
Providers now had a way to prioritize messages.
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John

This was the best data that a CIO could hear from 
providers.  We asked them about 4 months into the pilot 
about how much time they saved in a day using this 
simple tool and 40% of physicians said 1-3 hours!  
Nurses said about an hour.  
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John

Since the initiation of the pilot and no resources spent on 
training staff or telling the rotating physicians about this 
tool on the pilot units, we have shown tremendous 
organic adoption.  With June showing about 65K 
messages sent.
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John,

The good news is that we found something that the 
clinicians really wanted after piloting.  The challenging 
news is that we now have to figure out how to effectively 
make this an enterprise solution that we can scale and 
support.  Let’s take a look at some of the factors we 
believe are critical to an enterprise rollout.
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John,

Through our pilot program, we have identified a number 
of IT related factors that need to be considered, and in 
our case remediated before rolling the solution out 
across the enterprise.

Integration in a complex organization always seems to 
be a challenge.   Ultimately, organizations that take this 
secured communications approach will need to 
determine the level of integration required with EMR 
applications, other mobile applications and the way in 
which you manage your directory information for end 
users.  While its early days for us on this front, we know 
that we need to keep an eye on these integration points.

You also must be thinking about the infrastructure 
requirements that must be in place in order to support an 
enterprise rollout of secure messaging.   We found that it 
was not cost effective to provide everyone single care 
provider with a smart phone.  We knew we were going to 
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have to entertain a BYOD approach.    This meant that we had 
to hustle and work on developing an effective BYOD policy.   
We also needed to look at our wifi coverage across the 
organization.  As large as we are, we have some legacy wifi 
infrastructure that we are going to have to refresh before we 
can support secured messaging everywhere.  This takes time 
and money and must be carefully planned in advance of the 
rollout.   One also needs to think about both application support 
and device support.  Once this application starts being used 
broadly, there is a support footprint that must be planned and in 
place.   While not listed here, we also take security very 
seriously.  We have taken a layered approach to securing the 
devices and the information.  As an example, we require a 
mobile device management agent on any smart device that 
participates in this secure messaging environment.

The last thought I will leave you with is around the culture – as 
you know, culture always trumps process.  We have been 
working to establish protocol around etiquette when using the 
messaging application.  For example we don’t want our patients 
to think that our providers are texting friends and family while 
providing care.  It is important for them to know that the smart 
phone has become a tool for communication so that we don’t 
have perception issues.   We are also workign to establish 
some guidelines around the appropriate content of the 
messages themselves.

As you can see, we have made some very positive strides in 
this area, but still have some work to do in advance of our 
enterprise rollout
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John

Before we recap and offer our lessons learned, we would 
like to see if you have questions or comments for us.  We 
also would like to know how your organizations are 
engaging in secured-messaging.
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